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ldentify where in W3C short term focussed
deliverables that can practically address
the overarching issues of security and
privacy in a consistent manner across all
other W3C groups (and elsewhere!)

Approach: to outline and try to establish
consensus on drivers and constraints
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BONBH Approach o

[] [] ] ] [] OPEN
Rapid convergence of existing implementationsisvna:

PLATFORM

Open source as
- Mechanism of collaboration
- Proof of “implementability”
- Resource to encourage market adoption
- Something to test assumptions on

Security

- User controlled
- Fit for purpose
- Strong enough

Open practices - Royalty Free IPR policy

W3C as preferred body for standardising required
interfaces
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Legal constraints
- Different in each country

User preferences
- | don’t want to be asked “if | want to user the
Internet”

Service differentiation
- Cheap and cheerful vs complete solution

Business models
- Privileged access
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Domain based security
- Susceptible to spoofing

Certificate based security
- Inflexible - produces ecosystem fragmentation

Prompting

- Susceptible to social engineering attacks
- Informed decision making?

- Trust weakening

Trojan problem
Exploits updates
Cost
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Separation of policy from policy framework TERMINAL

PLATFORM

Separation of authentication (identity) from authorisation
(trust)

Web and widget

Delegated authority/advisory
End user control

Device range

Extensibility

Developer ecosystem

Churn use cases - common policies
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F I O W Federated namespace for

creation of new APIs

Interoperable XML desqription Permissioning model overlaid
Capability discovery -Ba;eclj upon XACML logical : (@]=]=
Permission error conventions Moaet = = : MOBILE
APl request *Added inbuilt prompting TERMINAL
capability =] W. g =]=1\V |

*Made more lightweight

Multiple supported
authentication mechanisms
*URL - Origin

*Widget - Origin

*Widget - Cert: common name
*Widget - Cert/Plat: trust
domain

*Widget - Signer ID

*Widget - Cert: hash

*Delegated authority that can
deliver new policy fragments
*Can update an applications

mapping (revoke)

F S —
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Web Widget
Package Package 3('::5En!}sl
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Browser Web runtime

Web engine

Policy

Secure Access M
anagement

API
Management
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Background Member
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